Introduction
============

The outbreak of the coronavirus disease (COVID-19) in China and many other countries has put huge pressure on the health care system \[[@ref1]\]. One method of controlling the communicable diseases is the use of a surveillance system to track the exposed and infected individuals, as well as clinical outcomes \[[@ref2]-[@ref6]\]. However, traditional surveillance systems have limitations in terms of timeliness, spatial resolution, and scalability \[[@ref7]\]. Meanwhile, reporting from these systems tends to be national or regional with insufficient information about diseases at the community or city level, which caused low efficiency for the social distancing and quarantine measures \[[@ref2],[@ref8]\]. This is particularly true for COVID-19 surveillance for the Hubei, China, where many cases and isolated populations have challenged systems of manual reporting and tracking \[[@ref9]-[@ref12]\].

In response to this significant challenge, we developed the Honghu Hybrid System (HHS) as a pilot for COVID-19 surveillance and control, which was successfully deployed within 72 hours in Honghu in the Hubei province, a city 145 kilometers (90 miles) away from Wuhan (the capital city of the Hubei province) with a population of over 900,000 people. The HHS integrated data from both traditional sources such as case report systems and diagnostic labs, as well as nontraditional sources including structured electronic medical records and social media on mobile devices. The real time acquisition and analysis of highly resolved digital data provide detailed information on symptoms, psychological status, contact history, social behavior, and the physical environment \[[@ref4],[@ref6],[@ref13]\].

Methods
=======

Environment and Hardware
------------------------

Cloud-based hardware provided an efficient solution to solve the problems unique to the COVID-19 epidemic and effectively mitigated issues such as shortage of local technical support, unavailability of experts and physical hardware due to blocked transportation, rapidly changing needs related to functionality, and connections with multiple sources across different platforms. See [Multimedia Appendix 1](#app1){ref-type="supplementary-material"} for details of the virtual machine settings.

Data Collection
---------------

This system collected daily structured electronic medical record data from nine hospitals; real time information about symptoms and personal contact history from the WeChat platform (one of the largest mobile social network apps in China with more than 1 billion monthly active users); and daily reported case diagnosis information from one third-party polymerase chain reaction lab, one third-party antibody lab, and one public health information system ([Figure 1](#figure1){ref-type="fig"}). For the data collection, we leveraged existing health information systems inside the nine hospitals and developed a novel mini program for the WeChat platform software development kit for symptom reporting and spatial data collection.

![Schematic representation of data streams, processing, and analytics in the Honghu Hybrid System for the coronavirus disease surveillance and control. CDSS: clinical decision support system; EMR: electronic medical records; IT: information technology; NLP: natural language processing; PCR: polymerase chain reaction.](jmir_v22i4e18948_fig1){#figure1}

Data Processing
---------------

The data feeds were normalized temporally and spatially and then loaded into a common data model that had been built for the storage, management, and analysis of the integrated COVID-19 data. Vocabulary control was implemented based on the Systematized Nomenclature of Medicine-Clinical Terms synonyms in Chinese for symptoms and the disease itself \[[@ref14]\]. Logical Observation Identifiers Names and Codes were adopted to code-related tests. The International Classification of Diseases (ICD) (ie, ICD-10 Clinical Modification) codes were used for the diseases based on the coding standards released by the National Health Commission of China \[[@ref15],[@ref16]\]. The elements for the data model and recommended synonyms for COVID-19 were collected from 54 Chinese experts, including clinical doctors, researchers, public health professionals, and informaticians.

Ethics Review, Privacy Protection, and Data Security
----------------------------------------------------

The Nanfang Hospital Ethics Committee approved this study. All the users on the syndromic surveillance system consented sharing the necessary information for using this system. Data security and privacy protection were particularly emphasized with administrative as well as technical support \[[@ref17]\] throughout the deployment of the system. Standard security settings and software (eg, firewalls, data encryption) were implemented. A virtual private network was used for remote technical support and data analytics. To protect the privacy of patients, we set different levels of access to the data. Aggregated reports were the main form for data sharing. The expert team in the Honghu Municipal COVID-19 Control Headquarter had the highest level of data access. They used the data to triage the patients, coordinate social workers in communities, and allocate the health care resources. The remote analytics team had no access to the identity of the patients. The different levels of access to the data were designed and set up at the beginning of the project by the experts in data security and privacy protection, who have been certified by the Health Insurance Portability and Accountability Act of 1996 security certification. An independent auditor was responsible for monitoring any violation of the rules, as well as reporting and correcting them. Written informed consent was obtained from the inhospital patients before enrollment when data were collected retrospectively. It is important to note that all authorized personnel received training on data security and privacy protection, and additionally, signed legally binding affidavits. In addition, the team worked closely with the cloud computing service provider to separate sensitive data from the rest of the data.

Results
=======

Syndromic Surveillance on Mobile Devices
----------------------------------------

From January 26, when the first case was diagnosed in Honghu, to March 16, 2020, when all the patients with confirmed COVID-19 were discharged, there were in total 383 COVID-19 cases, of which 13 died, unfortunately. Under the huge pressure, HHS was initiated on February 14 and successfully deployed within 72 hours. The accumulated number of self-reports reached 17.5 million by March 16 and the maximum daily active reports reached 900,000 person-times.

Syndromic surveillance was implemented on a mobile phone--based social media platform targeting different groups of individuals. This included the general population, inhospital and discharged patients, people with higher risk of infection (ie, those with travel history to Wuhan, contact history with confirmed cases, or under medical observation in isolation sites), and health care professionals (ie, doctors, nurses, public health experts, and social workers). See [Textbox 1](#box1){ref-type="boxed-text"} for details of the questionnaire for the general population who was quarantined at home. The items included in the questionnaire had been proposed by infectious disease experts from Nanfang Hospital. Their suggestion was then discussed and modified in a meeting joined by local government staff, local clinical doctors, public health professionals, and informaticians. The items concerning job-seeking support were added to the questionnaire on March 2 when the government was evaluating the release of the restriction on work and production in Honghu. Social workers followed up with over 10,000 positive reports (eg, "I had a temperature of over 37.3 °C" or "I had a severe cough today") via phone call or home visits. More than 30 individuals were assisted in going to the fever clinic for further screening and then quarantined. This was an active surveillance mechanism initiated by the city residents through new information channels and was effective in COVID-19 screening. The high coverage (over 95% of the residents) and daily active reports (over 600,000 person-times) demonstrated the feasibility of intense monitoring during the COVID-19 epidemic. The stable trends of positive reports (0.10%-0.12% after the daily reports exceeded 500,000 persons) provided the strong evidence that the countermeasures in place were effective in preventing the local outbreaks.

###### Real time questionnaire on WeChat.

**Demographic characteristics**

-   Name

-   ID number

-   Gender

-   Address (semi-structured)

-   Phone number (free text)

**Spatial information**

-   Current location (structured)

**Epidemiological exposure**

-   Have you visited or stayed in communities with confirmed cases in the last 14 days? (Yes/No)

-   Have you been in contact with confirmed cases in the last 14 days？ (Yes/No)

-   Have you been in contact with residents from Wuhan City or from the community with case reports or who have had respiratory symptoms in the last 14 days? (Yes/No)

-   Have you participated in small-scale gatherings with more than 2 cases reported in the last 14 days? (Yes/No)

**Physical conditions**

-   Today\'s physical condition: good/cough/runny nose/chest tightness/diarrhea/muscle soreness? (multiple choices)

-   Today\'s body temperature?

**Psychological conditions**

-   Did you feel nervous, fearful or anxious today? (Yes/No)

**Community support**

-   Are there public health officials to visit you for investigation? (Yes/No)

-   Were there any social workers who called you or came to your home to help solve the reported problems? (Yes/No)

**Job-seeking support**

-   Are you willing to work locally? (free text)

-   Are you willing to participate in free skill training? (free text)

Policy-Making Decision Support
------------------------------

Monitoring the fluctuation and trends analysis of the syndromic surveillance data supported policy-related decision making. Due to the large population size, stability and fluctuation of the trends provided strong evidence for local authorities to evaluate the effectiveness of disease management and make timely adjustments accordingly. Spatial analyses also played a critical role. Clustering of exposed residents inside a community, indicated by the concentration of the patients on the map ([Figure 2](#figure2){ref-type="fig"}), illustrated high risk for local outbreaks and would then trigger home visits by social workers automatically.

![Honghu health reports heat map.](jmir_v22i4e18948_fig2){#figure2}

Clinical Decision Support and Prioritization of Resources
---------------------------------------------------------

A clinical decision support system based on an inhospital mortality prediction system was built for patients with COVID-19 to improve the clinical care, decrease death risk, and prioritize limited medical resources. Based on the Multilobular Infiltration, Hypo-Lymphocytosis, Bacterial Coinfection, Smoking History, Hyper-Tension and Age (MuLBSTA) \[[@ref18]\] scoring system, which is a partially validated prediction system for the inhospital mortality of patients with COVID-19, 36 patients out of the 383 cases were classified as high-risk (MuLBSTA score ≥12). They were either relocated to the single hospital in the area that had an intensive care unit or screened with important biochemical markers more frequently \[[@ref18],[@ref19]\]. To the best of the authors' knowledge, this is the first practical use of a mortality risk prediction system specifically for patients with COVID-19.

Follow-Up for Discharged Patients
---------------------------------

We used the social media platform to register the discharged patients and required the patients to report their symptoms daily in the 2 months after discharge. After the follow-up system was initiated, 100% coverage was achieved within 3 days. The reported recurrence of symptoms such as high fever was linked with home visits by social workers inside communities and readmission to hospitals.

Discussion
==========

The system had strengthened the checkpoints across the entire chain of COVID-19 control, including early discovery through symptom surveillance covering almost the whole population, early report by active information channel directly connected with follow-ups, early isolation strengthened by spatial tracking, and early treatment enabled by the clinical decision support system.

The Effects of HHS for COVID-19
-------------------------------

One powerful function of the hybrid system was the enhancement of the full spectrum for the management of COVID-19. The first step was the deployment of the syndromic surveillance platform, covering a large population through their mobile devices, to direct and empower the implementation of public health countermeasures. Geospatial data were also used to analyze the potential close contact history and monitor the local small-scale outbreaks. The second step was to use the inhospital mortality prediction system to direct the clinical interventions of patients and to allocate the limited resources. The third step was the seamless coverage of patients at different stages, including high-risk of infection, isolation under medical observation, admitted, critically ill, discharged, or follow-up cases. All of these management actions helped decision making for controlling the disease effectively in Honghu, which was under pressure due to the large numbers of people who traveled back from Wuhan (over 50,000), and the severe lack of medical staff and public health experts at the onset of the outbreak.

Facilitating Factors for the Adoption of HHS
--------------------------------------------

The most important factor contributing to the successful building and adoption of HHS was the deep involvement of multiple stakeholders. Experts, including those from public health, clinical medicine, medical informatics, data analytics, decision science, and other backgrounds, provided methodology guidance, clinical expertise, and research support. This helped to convince the residents who had high faith in the professionals from the national-level medical institutes such as Nanfang Hospital of Southern Medical University. Strong coordination by the local government, including the mobilization of social workers, public media exposure of the HHS gateway, and connecting services including transportation and social services, increased the coverage to over 95%, which has been traditionally difficult for a city with a population close to 1 million. Active participation and engagement by the residents were also crucial. The willingness to share their health status data during the COVID-19 epidemics was the basis for the accomplishment of the platform. Last but not least, the technology companies allocated enough resources to the local sites and provided mature technologies and protocols for implementation. During the 72 hours of building the system, a team of over 40 experts were involved, and they took shifts to make sure that progress was made every hour. It required delicate coordination and project management, dedication from each team member, and strong support on the organizational level to make sure that the contribution was appropriately recognized.

Relevant Issues for the Migration
---------------------------------

Internet infrastructure and technology availability are the key issues. The high penetration rate of WeChat in China provided the foundation for successful implementation of HHS \[[@ref20]\]. Similar social media platforms such as Line and Facebook may also be suitable solutions in different countries or areas, based on an evaluation of the penetration and the active use. Cost-effectiveness analysis is also important for decision making when building new systems. Using existing open platforms also helped control the costs, which was about 3 million CNY (US \~\$431,000) for HHS, including cloud-based virtual resource, labor, and other costs. The effectiveness can be more significant in areas where the infection rate is high and social distancing and traffic control are making traditional syndromic surveillance impossible \[[@ref21]\]. Resources for implementation of the new system, especially when connecting with hospital information systems, and further data analytics would also be challenging and require coordination and collaboration between local and external resources.

Limitations of the Study
------------------------

This study has several limitations. The lack of internal or external validation of the system was caused by the emergent situation during the epidemics, the ethics dilemma, and limited resources. The sample size was not large enough to draw statistical inferences because the scope of the system was within the city of Honghu. The proposed HHS strategy can be adapted by other researchers, innovators, or authorities to develop localized or national solutions to respond to the urgent situation and help to prioritize health care resource allocation, but the clinical effectiveness of the statistical methods used in this system still requires additional studies in the future. The HHS has several deficiencies. The national ID of each participant was inputted by users manually and mistakes may exist. This can be corrected by collecting the photocopies of the ID card and automatically extracting the ID number. Moreover, because of the limited time, the system was not friendly enough for users, as mentioned in the feedback review from some government staff, and did not support access from mobile devices. Further development can help improve these existing limitations.

Conclusion
----------

Based on the field study in Honghu city, the HHS has been observed to be effective and feasible for COVID-19 surveillance and control. It helped strengthen the checkpoints on the full chain of COVID-19 control, including "early test, early report, early isolation, and early treatment" during the outbreak and the long-term follow-up after the epidemics. As we are still in the early stage of applying informatics systems for tackling the emerging COVID-19 pandemic, it is worth mentioning that the statistical methods used in this study require further analysis to confirm its clinical effectiveness and appropriateness. The integrated informatics technologies, cost-effective solutions, and fast deployment provided the base for its replication in areas where COVID-19 is outbreaking and for similar disease pandemics in the future.
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